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Anura S. Fernando is UL’s Principal Engineer for Medical 
Systems Interoperability & Security.  

Background:

• Degrees in Electrical Engineering, Biology/Chemistry, and Software Engineering with some clinical 
medical experience

• 20 years experience at UL with safety critical software and control systems certification; has also 
conducted safety research across multiple application domains – industrial automation, alternative 
energy, automotive, medical, hazardous locations, appliances, optical radiation, nanotechnology, 
battery technologies, etc.

• Research and publications in Predictive Modeling and Risk Analysis, Cybersecurity, Systems of 
Systems, Software, Health IT, Apps, and Medical Device safety.

• Projects with numerous Fortune 500 companies, DoD, DoE, DHS, FDA, FCC, ONC, NASA and 
several U.S. National Laboratories

Additional experience relevant for this discussion/ audience:

• Contributed to the development of several standards involving software and Functional Safety as a 
member in IEC, ISO, ASME committees and Expert Task Force member.

• Currently responsible for UL CAP and UL 2900 for Cybersecurity and development of the AAMI/UL 
2800 family of eHealth standards for interoperable medical device interface safety and security.

• Member of the HHS Health Care Industry Cybersecurity Task Force, Federal Advisory Committee 
FDASIA WG to the Health IT Policy Committee, FDA Medical Device Interoperability Coordinating 
Council, Medical Device Interoperability Safety Working Group, Association for the Advancement of 
Medical Instrumentation, NIH QMDI Advisory Board, NIH PRISMS Expert Committee, etc…  
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Agenda

• The transformation in healthcare 
from “big iron” to “big data

• Why healthcare technologies are 
changing now more rapidly than 
ever before (ARRA, FDASIA, ONC, 
Demographics, Economics, etc)

• New opportunities with data-driven 
healthcare

• Software in medical devices (SiMD, 
Software as a Medical Device 
SaMD, CDS, SaaS, SaaP)

• New opportunities come with new 
challenges

• What is interoperability, and what 
risks exist with these new 
technologies?

• Every challenge is met with a 
solution, but there is no silver bullet

• Weighing the pros and cons of 
technology selection and design 
decisions

• How to choose the right solution 
for your situation

• How to build market confidence in 
your product with regulators, 
purchasers, and users

• What lies ahead for medical device 
manufacturers

• Emerging technologies and global 
regulatory trends

Introductions

• Name
• Tenure with company
• Academic background
• Experience with medical devices
• Experience with cybersecurity
• Any other interesting information 

about you
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The transformation in healthcare from “big 
iron” to “big data

Why healthcare technologies are changing now more 
rapidly than ever before (ARRA, FDASIA, ONC, 
Demographics, Economics, etc)

6

http://prafulla.net/interesting-contents/world-interesting-contents/the-worlds-ageing-population-infographic/
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Figure 1 (Source: Wu, S., and Green, A. "Projection of Chronic Illness Prevalence and Cost Inflation" RAND Corporation, October 2000.)

8

https://www.aamc.org/advocacy/campaigns_and_coalitions/fixdocshortage/
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SOURCE: Data from the Centers for Medicare and Medicaid Services, National Health Expenditures, January 2012; and the 
Congressional Budget Office, The 2013 Long-Term Budget Outlook, September 2013. Compiled by PGPF.
NOTE: CMS data used for years 1960-2020. The 2038 figure reflects the latest projection from CBO. National spending on 
healthcare is health consumption expenditures as defined in the national health expenditure accounts, and excludes spending on 
medical research, structures, and equipment. - See more at: http://pgpf.org/Chart-Archive/0056_health-care-costs-
proj#sthash.eomOARxG.dpuf

How Can This Problem Be Solved?

10
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Reduce cost and improve efficiency

Cost
Efficiency

12

http://intpmcomms.com/wp-content/uploads/2010/08/iStock_000011296304XSmall1.jpg

…create the world of eHealth and mHealth…create the world of eHealth and mHealth…create the world of eHealth and mHealth…create the world of eHealth and mHealth

Data technologies for clinical use…
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New Solutions: low cost pervasive technologies

13

14

http://intpmcomms.com/wp-content/uploads/2010/08/iStock_000011296304XSmall1.jpg

New systems & services
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Build a growing ecosystem

Slide 15http://www.cs.purdue.edu/homes/bertino/IIS-eHealth/images/ehealth_full.jpg

16
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Using technology
that is everywhere

Slide 17

http://www.theverge.com/2013/4/26/4268982/idc-q1-2013-smartphone-market-data

http://2.bp.blogspot.com/-afr-gp6eyl

http://www.untitledname.com/archives/upload/2005/10/bicyclist-cell-phone.jpg http://thecoolgadgets.com/

Accelerometer

Gyroscope

Magnetometer

Barometer

Proximity

Touch screen

GPS

WiFi

Bluetooth

GSM/CDMA Cell

NFC

Camera

Light sensor

…with many sensors creating many possibilities
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The market has already responded

19

Mobile phone use density compared with…

20
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Voice and data services can support mHealth

22



5/15/2018

12

23

http://jackbrowntelecomprofessional.files.wordpress.com/2012/06/mban-3.jpg

Data Fusion

Slide 24
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What is interoperability?

We think we know it when we see it, but more than 30 definitions exist for it…why?

“Interoperability” represents many 
perspectives 

A communication protocol exists

Common data format

Common information exchange reference model

Use of data or context of data

State changes, assumptions, and constraints over time

Documented models that can be shared among engineers 

Turnitsa, C.D. (2005). Extending the Levels of Conceptual Interoperability Model. Proceedings IEEE Summer Computer Simulation Conference, IEEE CS Press
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Architecture – Engineering models and 
documents

Architecture (Latin architectura, from the Greek ἀρχιτέκτων arkhitekton "architect", from ἀρχι-
"chief" and τέκτων "builder") is both the process and the product of planning, designing, and 
constructing buildings and other physical structures - Wikipedia

So…it seems that conceptual interoperability relies upon a well defined architecture

…and this includes aspects of both product

Network topologies (architecture) – many 
options with differing pro’s and con’s
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Pro’s and Con’s

Can be good for availability…but maybe not so good for determinism 

Pro’s and Con’s

Can be good for determinism…but availability could be more easily compromised
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Are these good “engineering 
documents” for “architecture”?

Can a bus provide for full connectivity?...it depends on how it is configured

…and what level of abstraction is being addressed (data vs. physical)

What about safety and security?

• Determinism and availability can both be aspects 
of safety and security (…as two examples out of 
many architectural attributes)

includes
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What is happening now?

• Many organizations are working on different aspects of 
interoperability…each with slightly different, but often overlapping 
perspectives. 

Source:  UL LLC, reproduced with permission

Examples

IHE integration profiles describe a clinical information need or workflow scenario and document how to use 
established standards to accomplish it. A group of systems that implement the same integration profile address the 
need/scenario in a mutually compatible way. – IHE.net
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Examples

https://dev.openice.info/assets/OpenICE-data-flow-large.png

Beginnings of Convergence

• AAMI/UL 2800 is a family of standards, currently envisioned 
as follows:
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What needs to happen to succeed

Regulators are balancing risk and innovation…

� FCC Requirements for MBAN and FDA MOU – 24 May 2012 

� FDA Guidance: RF Wireless Technology…– 13 Aug 2013

� FDA Guidance for Home Use Devices – 24 Nov 2014

� FDA Draft Guidance: General Wellness (Low Risk) – 20  Jan 2015

� FDA Guidance: Mobile Medical Applications – 25 Sept 2013 

� EC Guidance Document – Qualification and Classificat ion of stand alone 
software (MEDDEV 2.1/6) – Jan 2012

� FDA Final Rule: MDDS – 15 Feb 2011 

� FDA Guidance: Medical Device Data Systems, Medical Image Storage 
Devices, and Medical Image Communications Devices – 9 Jan 2015

� FDA Guidance: Management of Cybersecurity – 2 Oct 201 4
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…and continually evolving Regulatory Science

� FDASIA Health IT Report – Proposed Strategy and Reco mmendations for a 

Risk-Based Framework – Apr 2014

� FDA Draft Guidance: Applying Human Factors and Usab ility Engineering to 

Optimize Medical Device Design – 22 June 2011

� IMDRF Document: “Software as a Medical Device”:  Po ssible Framework 

for Risk Categorization and Corresponding Considera tions – 18 Sep 2014

UL participates with government agencies to 
establish perspectives on risk

40
http://www2.idexpertscorp.com/images/uploa
ds/ehr.jpg

http://static.ddmcdn.com/gif/wireless-
network-1a.jpg http://www.commercialintegrator.com/

images/

FDA Safety and Innovation Act (FDASIA WG)
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The origins of UL

“Know by test and state the facts”

http://htm.wikia.com/wiki/Underwriters_Laboratories

Today UL has many roles spanning the globe

Testing

Inspection

Certification

Advisory Audit

Research

Training

Standards
Development

Maintain strict firewalls to avoid any CoI
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Safety Science continues to evolve as 
systems become more complex

Slide 43

Integrating State Machine Analysis with System-Theo retic Process Analysis; 
Abdulkhaleq and Wagoner

Safety Science now spans from the 
macrocosm of electricity generation to 
the microcosm of electricity as “1”s and 
“0”’s.

Christoph Filnkößl

http://www.electronics-tutorials.ws/logic/logic_1.html
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Today a button-press can accomplish a bit 
more than it could back in 1893

Slide 45http://energyinformative.org/wp-content/uploads/2012/01/smart-grid.jpg

A button-press can send data to many places 
at once 

WWW

Acme Insurance
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… and allow for new modes of healthcare delivery. 

…but it can also introduce new risks, not just to th e 
product, but potentially to the whole system
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What’s different about 
healthcare?

•Patient safety is the most important “asset”

•It is not an issue of just individual patients but 
also whole populations of patients

• Cyber-attack causing a drug overdose to a 
patient (individual impact or multiple 
patients on same device type / network)

• Ransomware for EHR (population impact)

• Malicious tampering with clinical trials 
(potential individual impact and population 
impact [delay of new treatment on the 
market])

•Product risk profiles can be very diverse 
making risk factors difficult to normalize (e.g. 
some medical products intentionally expose 
people to radiation)

•Medical IoT and Telehealth are moving 
aspects of the “practice of medicine” from the 
hospital into the home.  

What is happening now?
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…the threat is growing and real…not just 
cyber research anymore

51

…and national healthcare as critical 
infrastructure is now being specifically 
targeted

52



5/15/2018

27

53

ht
tp

://
st

ix
pr

oj
ec

t.g
ith

ub
.io

/g
et

tin
g-

st
ar

te
d/

w
hi

te
pa

pe
r/

Security Risk Management is a bit different

Jeep Chrysler

Hospira

St. Jude Medical

AUTOMOTIVE

MEDICAL 
DEVICES

INDUSTRIAL 
CONTROL 
SYSTEMS

Ukraine Power Grid

Bowman Ave Dam

IoT
SMART 
HOME

Mirai Botnet

Heartbleed

ACCESS 
CONTROL 
ACROSS 

INDUSTRIES
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Security Concepts and Relationships

ASSETS

THREAT AGENTS

THREATSRISK

COUNTERMEASURES

OWNERS
Value

Wish to
abuse
or acquire or may
damage

To Reduce

ToTo

That Increase

Produce or
initiate

weakness

vulnerability

Through exploiting
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How an attack works

Recon

Weaponize

Deliver

Exploit

Install

Control

Maintain

left of hack right of hack

?

Potential Failure 

Mode

Potential 

Causes

Potential 

Effects

Existing 

Controls
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Risk Control 

Measures
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Record of 

Mitigation

Any New Risk 

/ Hazard 

Created?

Risk Reduced 

As Far As 

Possible?

The costs of a breach…

58
Internet Security Alliance - The financial managemen t of cyber risk - An Implementation Framework for CFOs
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Managing the costs of cybersecurity

Proactive

Design

Protection

Response

Maintenance

Reactive

Notification

Recovery

Forensics

Punitive

Legal

Remedies

Penalties

A Caveat –
we are at a 
time of great 
flux

Cost and 
Regulatory 

Burden
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Responsibilities 
under FDA 
guidance

•The FDA does recognize that cybersecurity is a shared responsibility 
among all stakeholders in the healthcare ecosystem

• Device and software manufacturers

• Healthcare Delivery Organizations (HDO)

• Clinicians and providers

• Patients

Manufacturer’s 
responsibilities 
under the 
guidance

•The FDA has established an expectation that medical devices support 
cybersecurity by analyzing risks associated with cybersecurity, 
including:

•Confidentiality

• Integrity

•Availability
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Pre-Market Guidance

• The FDA Guidance on Cybersecurity is applicable to any device containing 
software or programmable logic, including software as a medical device.

• Products that generate, store either temporarily or permanent, receive or 
transport any critical assets should be evaluated for cybersecurity risk.

Pre-Market Guidance

• Content of Premarket Submissions for Management of 
Cybersecurity in Medical Devices (October 14, 2014)

• This Guidance Document supplements FDA’s Current 
Guidance on Software

• Guidance for the Content of Premarket Submissions for 
Software Contained in Medical Devices

• Guidance to Industry: Cybersecurity for Networked 
Medical Devices Containing Off-the-Shelf (OTS) 
Software
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Manufacturers should address cybersecurity during the design and 
development of devices by establishing design inputs that inform needed 
mitigations for cybersecurity

• Identification of assets

• Perform a security hazard analysis

• Identification of threats 

• Identification of known vulnerabilities in design and technology

• Determine and assess the risk of the likelihood of a threat or 
vulnerability being exploited

• Establish risk acceptance criteria for security

• Identify appropriate risk mitigations, if needed

• Assess residual risk associated with cybersecurity

Pre-Market Guidance

Pre-Market Guidance

• The FDA Guidance on Cybersecurity is 
applicable to any device containing software 
or programmable logic, including software as 
a medical device.

• Products that generate, store either 
temporarily or permanent, receive or 
transport any critical assets should be 
evaluated for cybersecurity risk.

• An asset is data that has value to an 
individual or organization.  Examples 
include:
• Patient Identifying Information (PII)
• Patient Health Information (PHI)
• Configuration data supporting proper 

function 
or security of a device

• Functional data supporting clinical 
intended use
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The FDA Guidance also recommends using the NIST Cybersecurity 
Framework core functions to determine the appropriate level of security risk 
controls needed for device security without compromising usability.

Identify

Protect

DetectRespond

Recover

Pre-Market Guidance

NIST CYBERSECURITY FRAMEWORK

Not all Functions and 
Categories of the 
Framework may apply

The Framework provides a 
set of considerations for 
determining needed security 
information requirements

The language of the 
framework supports specific 
consideration identify by the 
FDA Guidance
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NIST FRAMEWORK & FDA GUIDANCE

Limit access to devices 
through the authentication 
of users (e.g. user ID and 
password, smartcard, 
biometric)

Use automatic timed 
methods to terminate 
sessions within the system 
where appropriate for the 
use environment

Where appropriate, employ 
a layered authorization 
model by differentiating 
privileges based on the user 
role (e.g. caregiver, system 
administrator) or device role

NIST CYBERSECURITY FRAMEWORK

Use appropriate 
authentication (e.g. multi-
factor authentication to 
permit privileged device 
access to system 
administrators, service 
technicians, maintenance 
personnel)

Strengthen password 
protection by avoiding 
“hardcoded” password or 
common words and limit 
public access to passwords 
used for privileged device 
access
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NIST CYBERSECURITY FRAMEWORK

Where appropriate, provide 
physical locks on devices 
and their communication 
ports to minimize tampering

Require user 
authentication or other 
appropriate controls 
before permitting software 
or firmware updates , 
including those affecting the 
operating system, 
applications, and anti-
malware

NIST CYBERSECURITY FRAMEWORK

Restrict software or 
firmware updates to 
authenticated code . One 
authentication method 
manufacturers may consider 
is code signature verification

Use systematic 
procedures for authorized 
users to download 
version-identifiable 
software and firmware from 
the manufacturer

Ensure capability of 
secure data transfer
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NIST CYBERSECURITY FRAMEWORK

Implement features that 
allow for security 
compromises to be 
detected, recognized, 
logged, timed, and acted 
upon during normal use

Develop and provide 
information to the end 
user concerning appropriate 
actions to take upon 
detection of a cybersecurity 
event

Implement device features 
that protect critical 
functionality , even when 
the device’s cybersecurity 
has been compromised

NIST CYBERSECURITY FRAMEWORK

Provide methods for 
retention and recovery of 
device configuration by an 
authenticated privileged 
user.
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• Security Hazard Analysis (Risk Analysis)

• A specific list of all cybersecurity risks that were considered in the 
design of your device

• A specific list an justification for all cybersecurity controls that were 
established for your device

• Traceability of cybersecurity risks to cybersecurity controls

• A summary of the process by which the manufacturer will provide 
validated updates/patches to address cybersecurity through the product 
lifecycle

• A summary of the processes and methods to assure software maintains its 
intended configuration (not adulterated) throughout the entire software and 
and product supply chain

• Any information needed by the device responsible organization (hospital, 
patient, clinic) related to environmental controls recommended to support 
cybersecurity

Pre-Market Documentation

Post-Market 
Guidance

• Guidance provides FDA recommendations for 
proactively managing cybersecurity for Postmarket
devices and software.

• The Guidance also clarifies manufacturer’s 
responsibilities for medical device reporting in the 
context of cybersecurity management



5/15/2018

39

What is HIPAA?

• Health Insurance Portability and Accountability Act  
of 1996

• An Act to amend the Internal Revenue Code of 1986 to 
improve portability and continuity of health insurance 
coverage in the group and individual markets, to combat 
waste, fraud, and abuse in health insurance and health 
care delivery, to promote the use of medical savings 
accounts, to improve access to long-term care services 
and coverage, to simplify the administration of health 
insurance, and for other purposes

77

The different parts of HIPAA

• The Act consists of five Titles:

• Title I protects health insurance coverage for workers and their 
families when they change or lose their jobs.

• Title II known as the Administrative Simplification (AS) provisions, 
requires the establishment of national standards for electronic health 
care transactions and national identifiers for providers, health 
insurance plans, and employers.

• Title III sets guidelines for pre-tax medical spending accounts,

•

• Title IV sets guidelines for group health plans, and

•

• Title V governs company-owned life insurance policies.
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What does this have to do with cybersecurity?

• Title II of HIPAA 

• Establishes policies and procedures for maintaining the 
privacy and the security of individually identifiable health 
information, outlines numerous offenses relating to 
health care, and establishes civil and criminal penalties 
for violations. It also creates several programs to control 
fraud and abuse within the health-care system.

Title II

NIST SP 800-66
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The five rules of “Administrative Simplification”

• Privacy Rule
• Transactions and Code Sets Rule
• Security Rule
• Unique Identifiers Rule
• Enforcement Rule

Privacy Rule

• Privacy Rule regulates the use and disclosure of Protected Health 
Information (PHI) held by "covered entities" (generally, health care 
clearinghouses, employer sponsored health plans, health insurers, and 
medical service providers that engage in certain transactions.)

• By regulation, the Department of Health and Human Services extended the 
HIPAA privacy rule to independent contractors of covered entities who fit 
within the definition of "business associates".

• PHI is any information held by a covered entity that concerns health status, 
provision of health care, or payment for health care that can be linked to an 
individual.

• This is interpreted rather broadly and includes any part of an individual's 
medical record or payment history. Covered entities must disclose PHI to 
the individual within 30 days upon request
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Privacy Rule (cont.)  - Omnibus Rule updates

• The updates included changes to the Security Rule and Breach 
Notification portions of the HITECH Act.

• The definition of "significant harm" to an individual in the analysis of 
a breach was updated to provide more scrutiny to covered entities 
with the intent of disclosing breaches that previously were 
unreported. 

• Previously an organization needed proof that harm had 
occurred whereas now organizations must prove that harm had 
not occurred.

• Protection of PHI was changed from indefinite to 50 years after 
death. 

• The HIPAA Privacy rule may be waived during natural disaster.

Transactions and Code Sets Rule

• Transactions and code sets in electronic data inter change (EDI) 
used for HIPAA compliance:

• EDI Health Care Claim Transaction set (837)

• EDI Retail Pharmacy Claim Transaction (NCPDP
Telecommunications Standard version 5.1

• EDI Health Care Claim Payment/Advice Transaction Set (835)

• EDI Benefit Enrollment and Maintenance Set (834) 

• EDI Payroll Deducted and other group Premium Payment for 
Insurance Products (820)

• EDI Health Care Eligibility/Benefit Inquiry (270)

• EDI Health Care Eligibility/Benefit Response (271)

• EDI Health Care Claim Status Request (276)

• EDI Health Care Claim Status Notification (277)

• EDI Health Care Service Review Information (278)

• EDI Functional Acknowledgement Transaction Set (997)
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Security Rule (six sections)

• Security Standards

• Administrative Safeguards

• Physical Safeguards

• Technical Safeguards

• Organizational Requirements

• Policies and Procedures and Documentation 
Requirements

Security Rule – Security Standards

• Security standards: General Rules - includes the 
general requirements all covered entities must meet; 
establishes flexibility of approach; identifies standards 
and implementation specifications (both required and 
addressable); outlines decisions a covered entity must 
make regarding addressable implementation 
specifications; and requires maintenance of security 
measures to continue reasonable and appropriate 
protection of electronic protected health information. 
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Security Rule – Administrative Safeguards

• Administrative Safeguards - are defined in the Security 
Rule as the “administrative actions and policies, and 
procedures to manage the selection, development, 
implementation, and maintenance of security measures 
to protect electronic protected health information and to 
manage the conduct of the covered entity's workforce in 
relation to the protection of that information.” 

Security Rule – Physical Safeguards

• Physical Safeguards - are defined as the “physical 
measures, policies, and procedures to protect a covered 
entity's electronic information systems and related 
buildings and equipment, from natural and environmental 
hazards, and unauthorized intrusion.” 
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Security Rule – Technical Safeguards

• Technical Safeguards - are defined as the “the 
technology and the policy and procedures for its use that 
protect electronic protected health information and 
control access to it.” 

Security Rule – Organizational Requirements

• Organizational Requirements - includes standards for 
business associate contracts and other arrangements, 
including memoranda of understanding between a 
covered entity and a business associate when both 
entities are government organizations; and requirements 
for group health plans 
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Security Rule – Policies and Procedures and 
Documentation Requirements

• Policies and Procedures and Documentation 
Requirements - requires implementation of reasonable 
and appropriate policies and procedures to comply with 
the standards, implementation specifications and other 
requirements of the Security Rule; maintenance of 
written (which may be electronic) documentation and/or 
records that includes policies, procedures, actions, 
activities, or assessments required by the Security Rule; 
and retention, availability, and update requirements 
related to the documentation. 

Unique Identifiers Rule (National Provider 
Identifier)

• All covered entities using electronic communications (e.g., 
physicians, hospitals, health insurance companies, and so forth) 
must use a single new NPI. The NPI replaces all other identifiers 
used by health plans, Medicare, Medicaid, and other government 
programs.[44] However, the NPI does not replace a provider's DEA 
number, state license number, or tax identification number. The NPI 
is 10 digits (may be alphanumeric), with the last digit being a 
checksum. The NPI cannot contain any embedded intelligence; in 
other words, the NPI is simply a number that does not itself have 
any additional meaning. The NPI is unique and national, never re-
used, and except for institutions, a provider usually can have only 
one. An institution may obtain multiple NPIs for different "sub-parts" 
such as a free-standing cancer center or rehab facility.
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Enforcement Rule

• The Enforcement Rule sets civil money penalties for 
violating HIPAA rules and establishes procedures for 
investigations and hearings for HIPAA violations.

To whom does this apply?

• The HIPAA Rules apply to covered entities and business associates . 

• Individuals, organizations, and agencies that meet the definition of a covered 
entity under HIPAA must comply with the Rules' requirements to protect the privacy 
and security of health information and must provide individuals with certain rights with 
respect to their health information. If a covered entity engages a business 
associate to help it carry out its health care activities and functions, the covered 
entity must have a written business associate contract or other arrangement with the 
business associate that establishes specifically what the business associate has 
been engaged to do and requires the business associate to comply with the Rules’ 
requirements to protect the privacy and security of protected health information. In 
addition to these contractual obligations, business associates are directly liable for 
compliance with certain provisions of the HIPAA Rules.

• If an entity does not meet the definition of a covered entity or business associate, it 
does not have to comply with the HIPAA Rules. See definitions of “business 
associate” and “covered entity” at 45 CFR 160.103.

• View an easy-to-use question and answer decision tool to find out if an organization 
or individual is a covered entity.
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Does this apply to me?  Read the regulations and 
contact your legal counsel

• See HIPAA Administrative Simplification Regulation Text 
(March 2013)

EU General Data Protection Regulation (GDPR)

• Intends to strengthen and unify data protection for all 
individuals within the European Union (EU). It also 
addresses the export of personal data outside the EU. 
The GDPR aims primarily to give control back to citizens 
and residents over their personal data and to simplify the 
regulatory environment for international business by 
unifying the regulation within the EU

• It becomes enforceable from 25 May 2018 after a two-
year transition period and, unlike a directive, it does not 
require national governments to pass any enabling 
legislation, and is thus directly binding and applicable

• Severe penalties of up to 4% of worldwide turnover
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Does this apply to me?

• The regulation applies if the data controller 
(organization that collects data from EU residents) or 
processor (organization that processes data on behalf 
of data controller e.g. cloud service providers) or the 
data subject (person) is based in the EU. Furthermore 
the regulation also applies to organizations based 
outside the European Union if they collect or process 
personal data of EU residents. According to the 
European Commission "personal data is any 
information relating to an individual, whether it 
relates to his or her private, professional or publ ic 
life. It can be anything from a name, a home addres s, 
a photo, an email address, bank details, posts on 
social networking websites, medical information, or  
a computer’s IP address.”

Requirements for data breach handling

• Under the GDPR, the Data Controller will be under a legal 
obligation to notify the Supervisory Authority without undue delay. 
The reporting of a data breach is not subject to any de minimis
standard and must be reported to the Supervisory Authority within 
72 hours after having become aware of the data brea ch (Article 
33). Individuals have to be notified if adverse impact is determined 
(Article 34). In addition, the data processor will have to notify the 
controller without undue delay after becoming aware of a personal 
data breach (Article 33).

• However, the data processor or controller do not have to notify 
the data subjects if anonymized data is breached . Specifically, 
the notice to data subjects is not required if the data controller has 
implemented pseudonymisation techniques like encryption along 
with adequate technical and organizational protection measures to 
the personal data affected by the data breach (Article 34).



5/15/2018

50

Data Portability (a link to HIPAA in the US)

• A person shall be able to transfer their personal data from one 
electronic processing system to and into another, without being 
prevented from doing so by the data controller. Data that has been 
sufficiently anonymised is excluded, but data that has only been de-
identified but remains possible to link to the individual in question, 
such as by him or her providing the relevant identifier, is not.

• Both data that has been 'provided' by the data subject, and data 
that has been 'observed' — such as about their behaviour — is 
within scope. In addition, the data must be provided by the controller 
in a structured and commonly used Open standard electronic 
format. The right to data portability is provided by Article 20 of the 
GDPR.

• The new MDR talks about interoperability as well.

100
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The relationship of UL 2900-2-1 to UL 2900-1

UL 2900-2-1 normatively references UL 2900-1.  This 
means that all of the requirements of UL 2900-1 apply as if 
they were written in UL 2900-2-1, unless specific 
exceptions are written in Ul 2900-2-1…and this includes all 
of the normative references in UL 2900-1 itself.

101

Clause 1 - Scope

102
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Clause 2 – Normative references

103

Clause 3 – Glossary – it uses all of the same 
terms as UL 2900-1 with a few exceptions

104
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Clause 4 - Identify all interfaces relative to use 
cases

105
https://www.semanticscholar.org/paper/Authentication-Protocols-for-Implantable-Medical-Challa-
Wazid/6c60e9542a9423c89fe4fe7b80eb58755cacf3d8

Clause 4 – Explain the technical details of 
these interfaces

106

https://www.researchgate.net/publication/313494365_Internet_of_Things_A_Comprehensive_Review_of_Enabling_Technologies_Architecture_and_Challenges
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Clause 4 – Software Bill
of Materials

107

Clause 5 – Process documentation (for product 
development and deployment risks)

This is where the process aspects of risk management for 
medical devices deviates quite a bit from UL 2900-1

It is important to recognize that the verification activities 
during product development  and product risk management 
processes, including deployment of a medical device into a 
hospital IT network, must be handled under a Quality 
Management System in order to reduce systematic defects.

108
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Clause 5 - Foundational standards supporting 
safety

Slide 
109

http://intland.com
/docum

ents/M
edS

tandards_40.jpg

QSR / ISO 13485 Quality Management 

Slide 
110
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Clause 5- Supply chain considerations – Supplier 
Controls

111

Generic 
Component 
Provisioning

HW Components
• Component 
manufacturing 
pocess

• Component 
development 
process

• HW design (custom 
/ commodity / open 
source

SW Components
• Communications
• Security
• Middleware
• Drivers
• Etc…

Specific 
Component 
Provisioning

HW Components
• Safety architecture, 
diagnostics, etc…

Platform
• SW System = 
integration of 
different software 
components

• Reference design = 
SW system + HW 
components

Device 
Provisioning

Product Specification
• End-use device 
specification

Design and 
Integration
• Design and 
integration = 
Platform + other HW 
comp. + SW apps + 
libraries + OS + 
drivers

Manufacturing
• Physical assembly 
and production

Distribution
• Configuration 
Management

• Security
• Authentication

System
Provisioning

System Specification
• Architecture

System Design and 
Integration
• Middleware
• Network RM
• Compatibility / 
Coexistence

Verification and 
Validation

Testing / 
Commissioning

Usability

Clinical 
Workflow

Use Cases
• Safety
• Security

Requirements 
Elicitation

Clause 5 - Components 
in the supply chain

112
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Clause 5 - ISO 14971 Risk Management

Slide 
113

(Clause 5) - IEC 60601-1 Medical Electrical 
Equipment

Slide 
114

www.edn.com
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(Clause 5) - IEC 60601 General, Collateral and 
Particular Stds

•The General standard (60601-1) contains requirements for BASIC SAFETY 
and ESSENTIAL PERFORMANCE that are generally applicable to MEDICAL 
ELECTRICAL EQUIPMENT

•Collateral standards specify general requirements for BASIC SAFETY and 
ESSENTIAL PERFORMANCE applicable to:

-a subgroup of ME EQUIPMENT (e.g. radiological equipment);

-a specific characteristic of all ME EQUIPMENT not fully addressed in the 
General standard.

•Particular standards may modify, replace or delete requirements contained in 
the General standard, and may add other BASIC SAFETY and ESSENTIAL 
PERFORMANCE requirements.

•A requirement of a particular standard takes priori ty over the General 
and Collateral standards.

(Clause 5) - IEC 60601 3 rd Ed. Clause 14 (PEMS) 
addresses

• 14.2   Documentation
• 14.3  RISK MANAGEMENT plan
• 14.4  PEMS DEVELOPMENT LIFE-CYCLE
• 14.5  Problem resolution
• 14.6 RISK MANAGEMENT PROCESS
• 14.7  Requirement specification
• 14.8  Architecture
• 14.9  Design and implementation 
• 14.10 VERIFICATION 
• 14.11  PEMS VALIDATION 
• 14.12  Modification
• 14.13  Connection of PEMS by NETWORK/DATA 

COUPLING to other equipment
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(Clause 5) - Now PEMS requirements may be more 
directly associated with other clauses – Examples:

• 9.2.2.4.4 Protective Measures – Protection against entrapment when parts are in motion.

• 9.2.3 – Controls protected against actuation that could allow unintended motion – Could 
this apply to GUI’s?

• 9.6.2 – Limitation of acoustic energy

• 11.8 Interruption of Power Supply – Could there be state control implications involving non 
volatile memory and sw initialization?

• 12.3 Alarm Systems – Alarm Drivers and “Smart” Alarms

• 12.4.5  Therapeutic or Diagnostic Radiation – Software controls, software interlock, etc ?

• 13.1.3  Leakage Current Limits or Voltage Limits for Applied Parts – Software in power 
supplies and “drive circuits” maintianing Class II limits?

• 13.2.7  Impairment of cooling that could result in a hazard – Software monitoring for 
“abnormal” conditions such as blocked fan.

• 13.2.8 Locking of moving parts – Locked Rotor Condition and role of software in electronic 
motor commutation.

Clause 5 - IEC 62304

Slide 
118
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Clause 5 - IEC 62304

• This standard provides a framework of life cycle 
PROCESSES with ACTIVITIES and TASKS necessary 
for the safe design and maintenance of MEDICAL 
DEVICE SOFTWARE. This standard provides 
requirements for each life cycle PROCESS. Each life 
cycle PROCESS is further divided into a set of 
ACTIVITIES, with most ACTIVITIES further divided into a 
set of TASKS.

Slide 
119

Clause 5 - IEC 62304 Sometimes used to 
address 21CFR820.70 production and process 
controls

• (i)Automated processes. When computers or automated 
data processing systems are used as part of production 
or the quality system, the manufacturer shall validate 
computer software for its intended use according to an 
established protocol. All software changes shall be 
validated before approval and issuance. These validation 
activities and results shall be documented.

Slide 
120
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(Clause 5) - Emerging IEC 82304 - Scope

Slide 
121

(Clause 5) 0 Emerging IEC 82304 – Health 
Software

Slide 
122
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Clause 5 - IEC 80001 - IT Risk Management

Slide 
123

(Clause 5) - IEC 62366 Usability

Slide 
124

http://www.johner-institut.de/wissen/wp-content/uploads/2013/11/IEC-62366-Use-Errors.png
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Clause 5 - IEC 62304 is also quickly changing

• IEC 62304 AM1 now has provisions for dealing with 
legacy software.

• The work-in-progress Ed. 2.0 will likely allow for risk 
management principles and QMS approaches from a 
variety of other standards to be used.

• Improved guidance on the use of Software of Unknown 
Provenance (SOUP)

• More security focus

Clause 5 - Proven-in-use

• There are intersections between harmonized and 
recognized standards that allow for the use of concepts 
from other standards even now.  For example:

7.4.10.4 A proven in use safety justification shall be documented, using the information 
available from 7.4.10.2, that the element supports the required safety function with the 
required systematic safety integrity. This shall include:

a) the suitability analysis and testing of the element for the intended application;

b) the demonstration of equivalence between the intended operation and the previous 
operation experience, including the impact analysis on the differences;

c) the statistical evidence.

Slide 
126
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(Clause 5) - ASTM F2761 (ICE) architecture and 
the AAMI/UL 2800 standards – a step toward 
interoperability 

Slide 
127

AAMI/UL 2800
Deterministic Interface
for Risk Management

Reducing Interface Complexity is Key

(Clause 5) - Component-wise regulation

Slide 
128

Independent component regulation
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Clause 5 - Security Risk Management is a bit 
different

Clause 5 - Security concepts and relationships

ASSETS

THREAT AGENTS

THREATSRISK

COUNTERMEASURES

OWNERS
Value

Wish to
abuse
or acquire or may
damage

To Reduce

ToTo

That Increase

Produce or
initiate

weakness

vulnerability

Through exploiting
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131

Clause 5 – Consider how an attack works

Recon

Weaponize

Deliver

Exploit

Install

Control

Maintain

left of hack right of hack

?

Potential Failure 

Mode

Potential 

Causes

Potential 

Effects

Existing 

Controls

SE
V

O
C

C

R
P

N

Risk Control 

Measures

SE
V

O
C

C

R
P

N

Record of 

Mitigation

Any New Risk 

/ Hazard 

Created?

Risk Reduced 

As Far As 

Possible?

• Confidentiality
data and system is accessible only by authorized users during 
authorized times and in an authorized manner

• Integrity
data is accurate and complete and has not be accidentally or 
intentionally modified

• Availability
data and information systems are accessible and usable during the 
expected time

• Financial, Brand/Reputational, Regulatory

Clause 5 - Risk Management and security goals
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There are several threat modeling schemes that can be helpful in 
determining initial cybersecurity risk profile of your product or software

Clause 5 - Threat models

STRIDE

characterizes known threats 
according to type of exploit 
that is used

• Spoofing Identity
• Tampering with Data
• Repudiation
• Information Disclosure
• Denial of Service
• Elevation of Privilege

DREAD

characterizes and prioritizes 
risk based on the type of 
threat or exploit

• Damage Potential
• Reproducibility
• Exploitability
• Affected Users
• Discoverability

ISO 14971

IEC 80001

AAMI TIR 57

NIST SP 800-30

Common Weakness 
Risk Analysis 
Framework
(CWRAF)

AAMI TIR 57
Principles for Medical Device Security 
Risk Management
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(CLAUSE 5) - SCOPE OF AAMI TIR 57

• Intended to support ISO 14971 through information specific to security risk 
assessment

• It is a guidance document (Technical Information Report) which will be 
accompanied by a future guidance AAMI TIR97/Ed. 1, Principles for 
medical device security – Post-market security management for device 
manufacturers

• This guidance is intended to assist manufacturers and other users of the 
standard in the following:

• identifying threats, vulnerabilities, and assets associated with medical 
devices

• estimating and evaluating associated security risks

• controlling security risks

• monitoring effectiveness of the risk controls

(CLAUSE 5) - SCOPE OF AAMI TIR 57

AAMI TIR 57 expands upon methods defined in ISO 14971 to support the 
identification of security threats

SOURCE:  AAMI TIR 57:2016, 
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(CLAUSE 5) - KEY CONCEPTS OF AAMI TIR 57

SOURCE:  AAMI TIR 57:2016, 

(CLAUSE 5) - KEY CONCEPTS OF AAMI TIR 57

• Security risk is based on an assessment of the likelihood that a threat will 
successfully exploit a device vulnerability

• A threat is an event that could lead to an adverse impact due to a 
compromise of system confidentiality, integrity, and/or availability. 

• The principles in AAMI TIR 57 parallels the concepts of probability and 
severity described in ISO 14971. 

• When attempting to quantify likelihood of a future adverse impact in 
traditional probabilistic terms, manufacturers should focus on 

• skills and motivations and resources of a bad actor

• the effort required to exploit a vulnerability in context of the perceived 
gain the attacker will achieve by compromising the system

• The overall security of a device should be considered in the context of the 
broader system
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(CLAUSE 5) - KEY CONCEPTS OF THE STANDARD

It is recognized that the manufacturer cannot ensure aspects of this operating 
environment that are outside the manufacturer’s control. 

Thus, it is important that manufacturers of medical devices identify the 

• intended use of the device

• the operating environment, specifically security related processes

It is also important that medical device manufacturers understand Healthcare 
IT methods that Health Delivery Organizations (HDOs) employ, including

• organizational IT policies 

• healthcare IT processes

• clinical workflow

• physical security

(CLAUSE 5) - RISK MANAGEMENT PLAN

• The criteria for risk evaluation, impact assessment, and residual risk 
acceptability should be documented in the plan. 

• Because a vulnerability requires exploitation before harm can occur, there 
is a behavioral aspect to risk estimation that is not amenable to 
mathematical probability estimation. 

• Because vulnerability requires exploitation before harm can occur, and 
exploitation involves human behavior, risk estimation is not amenable to 
mathematical probability estimation. 

• Top management plays a critical role in defining a policy for determining 
the criteria for security risk acceptability.
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(CLAUSE 5) - RISK MANAGEMENT PLAN

The plan should describe the methodology for security risk verification. Some 
possible alternatives include the following: 

a) verification testing of security controls that mitigate risks, including 
effectiveness of the mitigation; 

b) robustness testing (e.g., “fuzz testing”); 

c) penetration testing (typically performed in a production equivalent or final 
configured state). 

Manufacturers should also document development methodologies that 
should be applied to reduce the likelihood of unintended functionality being 
present in the code that could become a vulnerability once deployed. 

• Software static analysis

• Software code reviews

• Other verification testing

(CLAUSE 5) - SECURITY RISK MANAGEMENT FILE

Security Risk Management File contains 

1. a description and identification of the medical device that was analyzed; 

2. identification of the person(s) and organization carrying out the security 
risk analysis

3. scope and date(s) of the security risk analysis

4. security risk analysis components, such as: 

• intended use and reasonably foreseeable misuse

• qualitative and quantitative characteristics of the system that could 
affect the security of the medical device and, where appropriate, their 
defined limits

• risk controls and their implementation and verification

5.   security risk controls, typically captured and flowed down as system 
requirements specifications 
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(CLAUSE 5) - SECURITY RISK MANAGEMENT FILE

The security risk management report should also provide, either directly or by 
reference, the following items: 

• A traceability matrix of security risks to security controls. 

• Traceability to the verification reports for documented security controls. 

• A description of when and how security updates/patches will be provided. 

• A description of the steps taken to assure devices will be delivered 
malware-free. 

(CLAUSE 5) - AAMI TIR 57 – IN SUMMARY

• Based on risk analysis processes as defined in ISO 14971

• Provides specific guidance on the application of risk analysis from the 
perspective of security and safety

• Defines elements and activities which should be documented in a risk 
management plan and report

• References many standards we discussed today, including IEC 80001, 
IEC 62304, and ISO 14971
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NIST SP 800-30
Information Security – Guide for Conducting 
Risk Assessments

(CLAUSE 5) - PURPOSE AND APPLICABILITY

NIST SP 800-30 is guidance for conducting risk assessments of federal 
information systems and organizations.

The intended audience of this standard includes:

• Individuals with oversight for risk management

• Individuals with responsibility for conducting organization 
missions/business functions

• Individuals with responsibility for acquiring information technology 
products, services, or information systems

• Individuals with information systems/security design, development, and 
implementation responsibility

• Individuals with information security oversight, management, and 
operation responsibility
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(CLAUSE 5) - KEY CONCEPTS FROM NIST SP 800-30

Risk Assessment “Views”

Threat Sources

Threat Events

(CLAUSE 5) - RISK ASSESSMENT “VIEWS”

Threat-oriented

• Identify threat sources and events

• Craft threat scenarios

• Impact is based on bad actor intent

Asset/impact-oriented

• Identify critical assets

• Assess impact or consequences of asset exposure (safety impact, 
business impact)

• Identify threat sources or events that can lead to identified consequences

Vulnerability-oriented

• Identify vulnerabilities and weaknesses in systems (devices, infrastructure)

• Identify threats that take advantage of those weaknesses

• Identify possible consequences of successful execution
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(CLAUSE 5) - THREAT ORIENTED

Threat-oriented

• Identify threat sources and events

• Craft threat scenarios

• Impact is based on bad actor intent

(CLAUSE 5) - ASSET ORIENTED

Asset/impact-oriented

• Identify critical assets

• Assess impact or consequences of asset exposure (safety impact, 
business impact)

• Identify threat sources or events that can lead to identified consequences



5/15/2018

76

(CLAUSE 5) - VULNERABILITY ORIENTED

Vulnerability-oriented

• Identify vulnerabilities and weaknesses in systems (devices, infrastructure)

• Identify threats that take advantage of those weaknesses

• Identify possible 
consequences of 
successful execution

(CLAUSE 5) - THREAT SOURCES

Appendix D

Contains examples of 
potential threat sources for 
manufacturers to consider
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(CLAUSE 5) - THREAT SOURCES

Type of Threat Source Description

ADVERSARIAL
- Individual

- Outsider
- Insider
- Trusted Insider
- Privileged Insider

- Group
- Ad hoc
- Established

- Organization
- Competitor
- Supplier
- Partner
- Customer

- Nation State

Individuals, groups, organizations, or 
states that seek to exploit the 
organization’s dependence on cyber 
resources (i.e. information in electronic 
form, information and communication 
technologies and the communications and 
information-handling capabilities provided 
by those technologies)

ACCIDENTAL
- User
- Privileged User/Administrator

Erroneous actions taken by individuals in 
the course of executing their everyday 
responsibilities

(CLAUSE 5) - THREAT SOURCES

Type of Threat Source Description

STRUCTURAL
- Information Technology (IT) Equipment
- Storage
- Processing
- Communication
- Display
- Sensor
- Controller
- Environmental Controls
- Temperature/humidity
- Power supply
- Software
- Operating systems
- Networking
- Genera-purpose application
- Mission-specific application

Failures of equipment, environmental 
controls, or software due to aging, 
resource depletion, or other 
circumstances which exceed expected 
operating parameters
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(CLAUSE 5) - THREAT EVENTS

Appendix E

Contains examples of potential 
events for consideration

• Performing reconnaissance

• Crafting attack tools

• Delivering or installing 
malicious capabilities

• Conducting attacks

• Achieving desired results

• Maintaining a presences

• Coordinating a campaign

(CLAUSE 5) - THREAT AND EVENT ASSESSMENT

Information to help companies understand and evaluate adversary’s 
capabilities
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(CLAUSE 5) - THREAT AND EVENT ASSESSMENT

Information to help companies understand and evaluate adversary’s intent

(CLAUSE 5) - NIST SP 800-30 SUMMARY

NIST SP 800-30 contains valuable information for 
supporting manufacturer’s security risk analysis process.

Risk Assessment “Views”

Threat Sources

Threat Events
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Clause 5 - Fully understanding risk involves 
thinking about the whole system, not just the devic e

159

Clause 5 - How do we identify critical control 
structures?

160
Integrating State Machine Analysis with System-Theo retic Process Analysis; 
Abdulkhaleq and Wagoner
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Hazardous
Source

Transfer
Mechanism

Susceptible
Part

HAZARD HARM

Quantifiable: Measure / Calculate
Compare to Susceptibility Data 

(physiological, physical, chemical, etc.)

Clause 5 - HBSE is a good way to start

Hazardous
Energy
Source

Transfer
Mechanism Body Part

Substance
(RoHS)

Material / Property
(Fire)

Clause 5 - Other hazard and harm mechanisms
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REDUCE
SUSCEPTIBILITY

Hazardous
Source

Transfer
Mechanism

Susceptible
Part

Energy / 
Substance

Harm
•Person (Injury/Health)
•Property (Fire)
•Environment

Clause 5 - Identify protective mechanisms
Reliance on SAFEGUARDS to Eliminate, Guard, Warn or  
Reduce Susceptibility to Hazard

ELIMINATE

GUARD

WARN

Reduce Attenuate Withstand

Hazardous
Source

Transfer
Mechanism

Susceptible
Part

Energy / 
Substance

Harm
•Person (Injury/Health)
•Property (Fire)
•Environment

Clause 5 - Identify control mechanisms
Reliance on product functions and controls of product  as SAFEGUARDS 
to eliminate, guard against or warn about hazard

ELIMINATE

GUARD

WARN
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Slide 165

Clause 5 - Identify SCF: 
Which functions are safety critical?

• Safety Critical Function: protective
• Relied on for safety 

• Reduces / maintains risk at tolerable level

• Failure of SCF results in increased risk (+)
• Even if not explicitly designed for reliance on safety

• DO what intended and NOT DO what NOT intended

• Risk > tolerable level: attention warranted … 
• Application-specific 

• Risk-based decisions 

• Additional safety requirements / risk controls – reliability, 
performance, protective functionality, etc.

Review of HBSE principles

Slide 166

FUNCTION: Do what 
intended

FAULT : NOT do what IS 
INTENDED or 
NOT do what NOT 
intended – incl. 
unanticipated 
- action 
- inaction 
- reaction

Involving
- Hardware
- Software
- including external 
influences (envir, user 
actions, etc.)
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Slide 167

Clause 5 - SCF Failures: Increased risk factors

• Immediate / imminent / potential harm
• Linear accelerator for therapeutic radiation

• Infusion pump delivering opioid

• SpO2 LED thermal management control subsystem

• Loss of required level of protection
• O2 limit control for endotracheal LASER surgery of ventilated 

patient

• Reduced ability to protect against harm
• Motion control limits for surgical robot

• Battery charge indicator on Automatic Electronic Defibrillator 
(AED)

Slide 168

Clause 5 - Example Template - Fault Tree Model for 
Harm
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Slide 169

Clause 5 - Example - component fault categories 
for FMEA

Function
(switch, etc.)

Control
(circuit)

REDUCE
SUSCEPTIBILITY

Hazardous
Source

Transfer
Mechanism

Susceptible
Part

Energy / 
Substance

Harm
•Person (Injury/Health)
•Property (Fire)
•Environment

ELIMINATE

GUARD

WARN

REDUCE
SUSCEPTIBILITY

REDUCE
SUSCEPTIBILITY

Hazardous
Source

Transfer
Mechanism

Susceptible
Part

Energy / 
Substance

Harm
•Person (Injury/Health)
•Property (Fire)
•Environment

ELIMINATEELIMINATE

GUARDGUARD

WARNWARN

Focusing on security expands the “asset” base 
beyond just device-specific patient safety issues

170

…or Data

…or Process

Bad Actor AssetThreat Model
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Clause 5 - Understanding security risks through 
threat modeling

Threat modeling is an approach for analyzing the security of an 
application. It is a structured approach that enables you to 
identify, quantify, and address the security risks associated with 
an application.

171
https://www.owasp.org/index.php/Application_Threat_Modeling

Clause 5 - Examples of threats and security 
controls – STRIDE (several others if preferred)

172

https://www.owasp.org/index.php/Application_Threat_Modeling
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Clause 5 - To model threats you must first 
understand vulnerabilities and weaknesses

173

Clause 5 - Important terms found in the glossary of UL 2900

• 3.41 SOFTWARE WEAKNESS - A mistake in the architecture, design, 
coding, build process or configuration of software in the product, that may 
render the product vulnerable to a security exploit.

• 3.49 VULNERABILITY - A software weakness found in the product for which 
an exploit may exist, such that it can be directly used by an attacker.

• Exploit – (noun) an input or action designed to take advantage of a 
weakness (or multiple weaknesses) and achieve a negative technical 
impact. The existence (even if only theoretical) of an expl oit is what 
makes a weakness a vulnerability.

Vulnerability – a weakness with an associated exploit that can be directly used by an 
adversary to get a cyber-enabled capability to function in an unintended manner. 
Typically this is the violation of a reasonable security policy for the cyber-enabled 
capability resulting in a negative technical impact. Although all vulnerabilities involve a 
weakness, not all weaknesses are vulnerabilities. 

174
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Clause 5 - Important Terms – CWE

3.11 COMMON WEAKNESS ENUMERATION (CWE) - Specified in 
ITU-T X.1524 (ref. [5]), the CWE is a publicly available resource 
providing a structured means to exchange unified, measurable sets 
of information providing common identifiers for software 
weaknesses, as well as consequences, detection methods and 
examples of each weakness.

CWE provides a formal list of known software-related weakness types – a specific type of mistake or condition that, if 
left unaddressed, could under the proper conditions contribute to a cyber-enabled capability being vulnerable to attack, 
allowing an adversary to make items function in unintended ways.  Applicable throughout the development life cycle, 
including types of mistakes that occur during implementation, design, coding, or other phases, a weakness is an actual 
instantiation of a given weakness type. A weakness exists when there is a mistake in the architecture, design, coding, 
or deployment

ITU-T X.1524, Cybersecurity information exchange - V ulnerability/state exchange - Common 
weakness enumeration (CWE) 

https://cwe.mitre.org/

http://cwe.mitre.org/top25/

https://cwe.mitre.org/top25/cusp.html

175

Clause 5 - Important Terms – CVE

3.9 COMMON VULNERABILITIES AND EXPOSURES (CVE) -
Specified in ITU-T X.1520 (ref. [3]), the CVE is a publicly available 
resource providing common identifiers for known vulnerabilities and 
exposures.

A known vulnerability is a CVE.  A configuration issue or a mistake in exposure is a vulnerability if it does not directly 
allow compromise but could be an important component of a successful attack and is a violation of a reasonable 
security policy.  An information security exposure is a configuration issue of a mistake in logic that allows unauthorized 
access or exploitation.  For this standard, reported vulnerabilities are publicly known CVEs with patches.  Two types 
of vulnerabilities unreported prior to exploit are:  non-disclosed vulnerabilities (weaknesses with little known, 
undisclosed exploits not yet publicly exploited) and zero-day vulnerabilities (previously unmitigated weaknesses that 
have been exploited with little or no warning and do not yet have a patch).

A known vulnerability has been publicly disclosed and is typically present on a public database, such as the National 
Vulnerability Database , the Open Source Vulnerability Database, or the Security Focus Bugtraq database.  

[3] ITU-T X.1520, Cybersecurity information exchang e - Vulnerability/state exchange - Common 
vulnerabilities and exposures (CVE) 

https://cve.mitre.org/

176
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Clause 5 - CWE and CVE Relationship

177
Figure 1. Scope of weaknesses and vulnerabilities addressed in this standard

Clause 5 - Example - How to analyze the product 
relative to weaknesses and vulnerabilities

178
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Clause 5 - Exercise – requirements analysis for 
ventilator 

179

Why is a ventilator needed in the market?
How critical is this need?

Clause 5 - Example – requirements analysis 
(continued)

Why do we need external mechanical ventilation?

180



5/15/2018

91

Clause 5 - Example – requirements analysis 
(continued)

What if we don’t have this functionality at all?

181

2012 world record
22 min 22 secs
after 
hyperventilation
with O2 for ~20 min 

6 min with no O2
to the brain

Clause 5 - Example – requirements analysis 
(continued)

What are the critical characteristics of this 
function?

182
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Clause 5 - Control structure analysis revisited

183
Integrating State Machine Analysis with System-Theo retic Process Analysis; 
Abdulkhaleq and Wagoner

Clause 5 - Critical control structures (revisited)

184
Integrating State Machine Analysis with System-Theo retic Process Analysis; 
Abdulkhaleq and Wagoner

Oxygenation Inspiration

Expiration

- Muscular system
- Skeletal system
- Peripheral Nervous
System

- Chemoreceptors
- Proprioceptors
- Peripheral Nervous
System

- Brain (medulla oblongata)

- Breathing
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Clause 5 - Example – Functional analysis / allocation

How can we “engineer” such a system?

185

Clause 5 - Critical control structures (revisited)

186
Integrating State Machine Analysis with System-Theo retic Process Analysis; 
Abdulkhaleq and Wagoner

Oxygenation Inspiration

Expiration

- Electromechanical
pump
- 0 to 5 volt signal

- Servo feedback
- Digital I/O

- Microcontroller s / sw

- Breathing
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Clause 5 - Example – Functional analysis / 
allocation (cont.) 

187

Clause 5 - Example – Functional analysis / 
allocation (cont.)

Control software (high level abstraction of code 
can have a given architecture
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Example – Functional analysis / allocation (cont.)
Compiled software can have different architecture

189

; FILE: PWM.asm 

; cpu equates (memory map) 

 list p=16f84 

 radix hex 

portb equ 0x06  ; port b equate 

duty equ 0x0c  ; length of duty cycle 

temp equ 0x0d  ; length of duty cycle 

;--------------------------------------------------------------------- 

c equ 0  ; status bit to check after subtraction 

;--------------------------------------------------------------------- 

 org 0x000 

 movlw 0x00  ; load W with 0x00 make port B output 

 tris portb  ; copy W tristate to port B outputs 

 movlw 0x00  ; fill w with zeroes 

 movwf portb  ; set port b outputs to low 

rstrt movlw d'0' 

 movwf portb 

 movlw d'157'  ; Duty cycle length 

 movwf duty 

b0loop movf duty,w 

 movwf temp 

 bsf portb,0 

pwma nop 

 nop 

 nop 

 nop 

 nop 

 nop 

 nop 

 nop 

 nop 

http://www.pages.drexel.edu/~kws23/tutorials/PWM/PWM.html

Clause 5 - Example – Functional analysis / 
allocation (cont.)
Architecture can be affected by added features 
such as network connectivity

190

motor

http://www.kswichit.com/easyserver0.9/easyserver0.9.htm
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Example – Functional analysis / allocation (cont.)
Can we access critical resources (ICSP)?

Example – Functional analysis / allocation (cont.)
Do we have an architectural weakness?

3.41 SOFTWARE WEAKNESS - A mistake in the architecture, 
design, coding, build process or configuration of software in the 
product, that may render the product vulnerable to a security exploit
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Example – Functional analysis / allocation (cont.)
It depends on the exposure / risk

• What if we entered ICSP mode and deleted the code; 
would that pose a risk?

• What if we altered instructions / opcode?
• What if we altered variables?

193

Clause 5 - Critical control structures (revisited)
What can be “disturbed”?

194
Integrating State Machine Analysis with System-Theo retic Process Analysis; 
Abdulkhaleq and Wagoner

Oxygenation Inspiration

Expiration

- Electromechanical
pump
- 0 to 5 volt signal

- Servo feedback
- Digital I/O

- Microcontroller s / sw

- Breathing
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Slide 195

Clause 5 - Critical control structures (revisited)
What can be “disturbed”? What’s accessible?

Stepping Through the Standard

Slide 196

Critical control structures (revisited)
Can “protected” memory be accessed under 
“fault” conditions?

Stepping Through the Standard
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Slide 197

Clause 5 - Critical control structures (revisited)
Can instruction decoding and execution be 
altered?

Stepping Through the Standard

Slide 198

Clause 5 - Critical control structures (revisited)
Can program flow be changed?

Stepping Through the Standard
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Slide 199

Clause 5 - Critical control structures (revisited)
Can addressing be tampered with?

Slide 200

Clause 5 - Critical control structures (revisited)
Can interrupt handling and execution be altered?

Stepping Through the Standard
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Clause 5 - Some tools to help

• Common Attack Pattern Enumeration and Classification 
(CAPEC)

• Common Weakness Enumerations (CWE)

201

REDUCE
SUSCEPTIBILITY

Hazardous
Source

Transfer
Mechanism

Susceptible
Part

Energy / 
Substance

Harm
•Person (Injury/Health)
•Property (Fire)
•Environment

ELIMINATE

GUARD

WARN

REDUCE
SUSCEPTIBILITY

REDUCE
SUSCEPTIBILITY

Hazardous
Source

Transfer
Mechanism

Susceptible
Part

Energy / 
Substance

Harm
•Person (Injury/Health)
•Property (Fire)
•Environment

ELIMINATEELIMINATE

GUARDGUARD

WARNWARN

Example – Functional analysis / allocation (cont.)
What is the consequence?

202

…or Data

…or Process

Bad Actor AssetThreat Model
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Clause 5 - Example – Functional analysis / 
allocation
What can happen with disturbances in flow? 

203

Example – Functional analysis / allocation (cont.)
What is the consequence of VILI?

204http://ccforum.com/content/7/3/233/figure/F1
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Clause 5 - Example – Synthesis for ventilator 

205

How do I factor these risks into my design?

Slide 206

User 
Feedback

Design

Implement 
and Verify

Install

Validate

Maintain

Define 
System 
Requirements

Decom-
mission

Clause 5 - Example – Synthesis for ventilator
Simplified Lifecycle Model 
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Slide 207

Customer needs

Intended uses

Risk Analysis

(Threat model)

Technology

Technical adaptation

Hazard Analysis

(Threat model)

Hazard Mitigation

Decisions

Management Reviews

Requirements that 
meet the customers
needs

Requirements that 
address identified 
hazards

Specifications that 
are clear and useable

Sign-off

Inputs Process Outputs

Clause 5 - Example – Synthesis for ventilator 
Requirements Phase

Slide 208

Requirements

Specifications

High level 
software design

Hazards
addressed

Architecture, 
modularization, 
partitioning

Interfaces defined

Design reviews

Block diagrams
control flow 
data flow

Safety / security critical 
s/w separated from
non-safety / security 

critical s/w

HW/SW; SW/SW; User
interfaces

Review reports

Inputs Process Outputs

Clause 5 - Example – Synthesis for ventilator
Design Phase 
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Slide 209

Design

Architecture

Defined 
Implementation 
practices

Writing code 
coding metrics

Coding language,
version control incl tools

Testing for 
hazardous states,
security, 
performance, 
functionality

Source Code
Documentation

Data models,
libraries, etc.

Test results

Inputs Process Outputs

Clause 5 - Example – Synthesis for ventilator
Implementation Phase 

Slide 210

Implemented 
Code

Version Control

SW/HW Integration

Testing for hazardous
states, security, 
functionality, 
performance

Validate to 
requirements, 
customer needs and 
intended uses

Complete
product

Test results

Management 
and customer 

acceptance

Inputs Process Outputs

Clause 5 - Example – Synthesis for ventilator
Replication and Installation Phase 
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Slide 211

Complete 
product

User training
routine maintenance
complaint handling

SW upgrades 
SW “debug” / patch

New SW version
configuration 
management

Regression testing

Reengineered
product

Maintenance logs
(inc. authorization)
Security event logs

Test reports

Inputs Process Outputs

Clause 5 - Example – Synthesis for ventilator
Operation and Maintenance Phase 

212

Track your assets, risks and your security controls

Source:  Synopsys, The 6 Most Common Threat Modeling Misconceptions (2017)

Having a traceability matrix help to control 
the process and to drive other security 
activities (including secure code reviews 
and penetration tests) in a risk-based 
fashion.
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213

Importance to have a good formalization of the product

214

Importance to have a good formalization of the product: Internal Logic
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Slide 215

Clause 5 - Verification and Validation 

• Verification
• Document

- plan for each defined life-cycle phase

- methods for doing and recording

- acceptance criteria

• Perform Tests 

• for functionality, performance, and SECURITY

• to challenge (stress) the system

• Validate system to: 
• requirements specifications

• intended uses

• customer needs

Clause 6 – Example - Adapting CVSS for your 
risk management process – Use Environment

216

https://www.first.org/cvss/v2/guide
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Clause 6 – Intended Use

Intended 
Use

Disease: 
Diagnosis, 
Prevention, 
Monitoring, 
Treatment, 
Alleviation

Injury: 
Diagnosis, 
Monitoring, 
Treatment 
Alleviation, 

Compensation

Anatomy or 
Physiological 

Process:

Investigation, 
Replacement, 
Modification, 

Support
Other 

Medical 
Purpose: 
Supporting or 

sustaining life, Control 
of conception, 

Disinfection of medical 
devices, Providing 

information by means 
of in vitro examination

217

Clause 6 – Environment of use

Product security configuration(s)

Effectiveness of security controls 
during use

Security-related events to be 
logged

Any security over-rides (“break 
glass”)

218

https://www.pinterest.com/pin/549228117035913958
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Clause 7 – Risk controls (see Clause 5, 8, 9, 10 
11, 12 as well)

• Rationale to be provided on non-use
• Time sensitive functions to be analyzed and included in 

the risk assessment.

219

Clause 8 – Access control, user authentication, 
and user authorization

Principle of least privilege / role 
based

Inactivity timeout after 
authorization

Configurable strength with minima

Not “brute-force-able”

Etc…

220
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Clause 9 – Remote communications – integrity 
and authenticity

WWW

Acme Insurance

Clause 10 – Sensitive data / Cryptography –
confidentiality

WWW

Acme Insurance
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Clause 11 – Product management

Software updates / patches

Use of cryptography for 
updates

Security event logging

Decommissioning

Zeroization of data

https://elmacheteroblog.wordpress.com/2016/11/14/patch-patch-patch/

Clause 12 – Risk Management

All of the concepts from Clause 
5 with implementation of 
controls 

EXAMPLES:  

Memory safe languages

Language subsetting

Compiler enforced buffer overflow 
protection

Automated thread safety analysis

Modified condition decision 
coverage for functional testing

Digitally signed software and 
firmware

Whitelisting

Etc…
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Clauses 13 to 19 – Follow the approaches of UL 
2900-1 but addressing Clause 5 of UL 2900-2-1

225

Clause 20 – Lifecycle Security Processes

Quality management processes

General procurement process

Procurement risk management 
process

Product update, release, and patch 
management process

Decommissioning process

Packaging and shipment process

226

https://www.travelers.com/resources/product-service-liability/product-life-cycle-risk-management
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How to design for compliance

227

How to demonstrate design for compliance

228
https://www.us-cert.gov/bsi/articles/knowledge/assurance-cases/arguing-security-creating-security-assurance-cases
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229

How to demonstrate design for compliance (cont.)

The changing regulatory landscape

• HHS Health Care Industry Cybersecurity Task Force Report
• https://www.phe.gov/Preparedness/planning/CyberTF/Documents/report201

7.pdf

• 21st Century Cures Act
• https://www.congress.gov/114/bills/hr34/BILLS-114hr34enr.pdf

• Medical Device User Fee Act
• https://www.fda.gov/forindustry/userfees/medicaldeviceuserfee/ucm454039.

htm

• Accreditation Scheme for Conformity Assessment
• https://www.fda.gov/MedicalDevices/ResourcesforYou/Industry/ucm558632.

htm

• EU – ENISA Cybersecurity Certication
• http://eur-lex.europa.eu/legal-

content/EN/TXT/HTML/?uri=COM:2017:477:FIN&from=EN
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“Certification” can address safety and security 
concerns that span the supply chain 

Component Medical 
Device

Integrated 
Clinical 
System

(Network)

Safe and 
Secure 
Patient 
Care

Certification in the context of standards

https://www.cidbholdings.com.my/webv2/index.php/technical-services/construction-product-certification
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01 – Megatrends drive interest (electricity, 
security) 

https://www.cidbholdings.com.my/webv2/index.php/technical-services/construction-product-certification

02 – Procurement language drives engagement 

https://www.cidbholdings.com.my/webv2/index.php/technical-services/construction-product-certification
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03 – A trust model drives sharing of sensitive 
IP 

https://www.cidbholdings.com.my/webv2/index.php/technical-services/construction-product-certification

04 – Design, development, & manufacturing are 
considered 

https://www.cidbholdings.com.my/webv2/index.php/technical-services/construction-product-certification
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05 – Testing is based on Safety Science 
research 

https://www.cidbholdings.com.my/webv2/index.php/technical-services/construction-product-certification

06 – Collaboration to meet mutual safety and 
security goals 

https://www.cidbholdings.com.my/webv2/index.php/technical-services/construction-product-certification
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07 – Demonstrates due diligence to the market 

https://www.cidbholdings.com.my/webv2/index.php/technical-services/construction-product-certification

08 – Engages the full product lifecycle 

https://www.cidbholdings.com.my/webv2/index.php/technical-services/construction-product-certification
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Certification drives sharing of safety and 
security critical information across the supply 
chain…resulting in improved patient care

Component Medical 
Device

Integrated 
Clinical 
System

(Network)

Safe and 
Secure 
Patient 
Care

242

History of UL CAP - CYBERUL

Michael Daniel (Special Assistant to the President and Cybersecuri ty Coordinator) : 
“ An Underwriters Laboratories-type safety certification could serve as a 

basic model for driving Internet of Things product security … ” 

President Obama: Executive Order -- “ Blocking the Property of 
Certain Persons Engaging in Significant Malicious Cyber-Enabled 

Activities”
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Bringing together many standards

Guidance Documents

• ISO/IEC TR 15443
• ITU-T CYBEX 1500 

series 
• CVE / NVD 
• CWE 

(CWRAF/CWS
S, SANS CWE 
Top 25 / 
OWASP Top 
10) and 
CAPEC  

• ISO/IEC 27000 
series

• ISO/IEC 15408
• ISO/IEC DIS 20243 

/O-TTPS
• FISMA
• HIPAA
• IEC 62443

• IEC 80001
• AAMI TIR 57
• PCI
• SANS 20 CSC 
• Cyber Essentials (UK)
• US-CERT

• Top 35 mitigation strategies 
(AU)

• NIST Cybersecurity 
Framework & SP 800-53r4 
security controls

• DHS C3 VP & CRR
• SAE AS5553 & 6174

Data Breaches 66%

IDC Research shows that 66% of networks will have an IoT security breach by 2018

Unplanned 
Downtime

Loss of 
Production

Harm to 
Assets

Damage to 
Reputation

BREACH

*Source: IDC Research, Inc.

Bringing together many standards

Guidance Documents

• ISO/IEC TR 15443
• ITU-T CYBEX 1500 

series 
• CVE / NVD 
• CWE 

(CWRAF/CWS
S, SANS CWE 
Top 25 / 
OWASP Top 
10) and 
CAPEC  

• ISO/IEC 27000 
series

• ISO/IEC 15408
• ISO/IEC DIS 20243 

/O-TTPS
• FISMA
• HIPAA
• IEC 62443

• IEC 80001
• PCI
• SANS 20 CSC 
• Cyber Essentials (UK)

• Top 35 mitigation strategies 
(AU)

• NIST Cybersecurity 
Framework & SP 800-53r4 
security controls

• DHS C3 VP & CRR
• SAE AS5553 & 6174

Data Breaches 66%

IDC Research shows that 66% of networks will have an IoT security breach by 2018

Unplanned 
Downtime

Loss of 
Production

Harm to 
Assets

Damage to 
Reputation

BREACH

How do you demonstrate that you’ve
actually implemented these best practices, etc?

How do you demonstrate that you’ve
actually implemented these best practices, etc?



5/15/2018

123

Testable technical criteria

• Transparent, repeatable, reproducible testing across industries
• Improve cyber hygiene across all industry verticals 

Improved TestingImproved Testing

Better SecurityBetter Security

Testable, repeatable, reproducible

246recreated from http://www.labcompliance.com/pictures/tutorial/iso17025/17025-requirements-500.jpg

Sampling
Sample 
Handling

Testing
Test 

Reporting
Record 

Maintenance

Sampling plan 
& sampling 
documentation

Sample 
identification & 
protection of 
sample 
integrity

Monitoring the 
quality and 
repeatability of 
test results

Test conditions 
& test results 
with estimated 
uncertainty

Ensure record 
integrity & 
security

• Validation of analytical 
methods & procedures

• Equipment calibration 
testing & maintenance

• Qualification of material
• Traceability
• Control of 

nonconforming testing

• Qualification of 
personnel

• Controlled environmental 
conditions

• Written procedures

Compliance across all workflow steps

Compliance across the laboratory
Documentation control, corrective actions, complaint handling, supplier & subcontractor 

management, non-conflicting organizational structure, internal audits
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UL 2900 Standards

Vulnerabilities and 
Exploits

Software 
Weaknesses

Security 
Controls

UL 2900 Standards

General Product 
Requirements

Industry Product 
Requirements

General Process 
Requirements

UL 2900-1
Software Cybersecurity

UL 2900-2-1
Healthcare Systems

UL 2900-3-1
General Process

Requirements

UL 2900-2-2
Industrial Control Systems

UL 2900-2-3
Building and Life 

Safety Technologies

UL 2900-3-2
SDLC

UL 2900-2-X
TBD

LEGEND:
Published
Not Yet Published
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Leverages Many Existing Standards & Frameworks

249

…and many more…

ISO 
15408
ISO 

15408

ISO 
31000
ISO 

31000

IEC 
80001

IEC 
80001

ISO 
14971
ISO 

14971

IEC 
62304

IEC 
62304

ISO 
13485
ISO 

13485
ISO 

27000
ISO 

27000
IEC 

62443
IEC 

62443

FDA

NIST

Building
Code

MITRE

DHS
UL 

2900

What is UL CAP?
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What is UL CAP trying to accomplish
•UL Cybersecurity Assurance Program (UL CAP) will be 
Product Oriented & Industry Specific with these 
goals: 

� Reduce software vulnerabilities

� Reduce weaknesses, minimize exploitation

� Address known malware

� Increase security awareness

•Product service offerings apply to: 
� Connectable Products

� Products Eco-Systems (supply chain)

� Products System Integration (supply chain)

� Critical IT Infrastructure Integration (supply chain)

CAP for Healthcare Products (UL 2900-2-1)

25
2

Uses Existing Risk Management Processes
• ISO 14971 Product-centric risk management
• IEC 80001 Network-centric risk management

Uses Existing QMS
• ISO 13485 Quality management
• ISO 27000 Security management

Uses Existing SDLC
• IEC 62304 Medical device life cycle processes
• ISO 15408 Secure development lifecycle processes

Aligned With Regulatory Processes
• FDA Pre- and Post-Market Guidance
• ISO 15026 Assurance Case Structure

CAP tools
help establish
BOM showing
software
components
from libraries
and SOUP

NIST CSF
NVD CVSS,
CWSS, 
CAPEC, etc

In process for use in hospital procurement processes to:
- reduce vulnerabilities
- reduce malware
- increase security awareness and preparedness

Manage patches
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Reflects Post-Market regulatory thinking

• There is alignment with the Postmarket Management of 
Cybersecurity in Medical Devices
• Risk Management

• Quality Management System Requirements (21 CFR 820 & ISO 
13485)

• Use of CVSS in conjunctions with medical device risk 
management

• Patch management

•Let us consider the following:

• FDA strongly urges manufacturer participation in ISAO, UL CAP has no 
parallel requirement 

• UL CAP is stringent about manufacturer confidentiality except for that 
information share through the Certificate

•

Reflects Pre-Market regulatory thinking

• UL 2900-2-1 has direct alignment with FDA Guidance Content 
of Premarket Submissions for Management of Cybersecurity in Medical 
Devices

• Risk Management around assets with respect to threats, and 
vulnerabilities

• Considers core functions of NIST Cybersecurity Framework: Identify, 
Protect, Detect, Respond, Recover

• Cybersecurity Documentation
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Disclosure of Results Support the Supply Chain

Public

Manufacturer
Product CM
NVD version
UL DB version
Etc…

Private

Manufacturer
Product CM
Attack surface
Threat model
Vulnerabilities
Security assurance claims, 
arguments, and evidence
Etc…

Certificate Information Use Cases

• Certificate
• - identify products available in the market that satisfy 

the security requirements of UL 2900

• - confirm the “known vulnerabilities” evaluated by 
reference of the NVD version used and date of 
certification

• - determine whether the product certification is 
continuing to be maintained or has reached its end of 
certificated life 
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Test Report Information Use Cases
- entirely at the discretion of the manufacturer

• Test Report
• - Manufacturers use report data for internal continuous 

improvement processes

• - Manufacturers use full report or excerpts from report 
to support regulatory submissions

• - Manufacturers use report or excerpts to support their 
customers’ needs (e.g. for integrators to develop any 
needed compensating controls)

Managing through the constantly changing 
threat landscape

• Example CM strategy X.Y; where X represents critical 
changes and Y represents non-critical changes.

http://ops.fhw
a.dot.gov/freew

aym
gm

t/publications/cm
/handbook/chapter1.htm
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